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QUYET DINH

Ban hhnh quy ch6 il6m bio an todrn thdng tin
trong ho4t tlQng rfrng dgng cdng nghe th6ng tin cria cdc co quan

quf,n $ hnnh chfnh nhir nufc tr6n dia bin tinh E6ng Nai

UY NAN NHAN OAN TiNH DONG NAI

Cdn c{r Luflt T6 chrlc HQi ddng nhdn d6n vd Uy ban nhdn ddn ngiry 261

rU2003;

Cdn cri Luflt Ban hdnh vin bdn quy ph4m ph6p lu$t cria HQi cfdng nhdn ddn,

Uy ban nh6n ddn ngdy 03/1212004;

Cdn cri Lu4t Cdng nghe thdng tin ngdy 291612006;

Cdn cri Nghi clinh sO 6412007NE-CP ngdy 10/412007 cria Chinh pht ring

dung c0ng nghQ th6ng tin trong ho4t dQng co quan nhd nu6c;

Cdn cir Quy€t dinh s5 63/QD-TTg ngay nrcID}I0 cria Thri tu6ng Chfnh
phri v0 ph€ duyQt Quy hopch ph6t tri€n an todn th6ng tin s5 quOc gia dtln ndm

2020;

Cdn cf Chi thi s6 SqZlCf-TTg ngiy 10/6l20ll cria Thri tudng Chfnh phri
v€ viQc ting cudng tri€n khai c6c ho4t dQng dim b6o an toirn thdng tin s6;

Cdn cri Thdng tu s0 nnAlllTT-BTTTT ngdy Ill8l20t1 cfa BQ Th0ng tin
vd Truydn th6ng quy dfnh v0 viQc qu6n ly, vfln hdnh, st dpng vd bdo d6m an

todn th6ng tin tr€n m4ng truy€n sd liQu chuyOn dung cta c6c co quan Ding, Nhd
nu6c;

Jheo cl€ nghi cira G-i6m d6c Scr Th6ng tin vd TruyAn th6ng tai To trinh
rfl.srrr-STrfr n si'yAL th6ng /lnam zoiz,

QUYET D!NH:

Di6u 1. Ban hdnh kdm theo Quy6t rtinh ndy Quy ch6 dAm b6o an todn
thdng tin trong ho4t dQng ring dgng C6ng.nghg thdng tin cria cdc co quan qu6n

ly hdnh chinh nhd nu6c tr6n dia bdn tinh Ddng Nai.

Di6u 2. Quy€t ctinh niy c6 hiQu lpc thi hdnh sau 10 ngdy k6 ttr ngdy ky vd
thay thri Q"Vtlt dinh s0 34120091QE-UBND ngity 211512009 ctia UBND tinh ban

hdnh Quy ch€ ddm b6o an todn, an ninh thdng tin trong linh vgc itng dpng c6ng
nghQ th6ng tin cria cilc cs quan, don vi quan ly hanh chfnh nhd nudc tr€n dia bdn

tinh D6ne Nai.



Di6u 3. Ch6nh Vdn phong Uy ban nhdn d6n tinh, Gi6rn d6c So Th6ng tin vd

TruyAn th6ng, Gi6m d5c c6c to, 6ry, ngdnh tinir; Chu tfch Uy ban nhAn ddn cilc

huyQn, thi xd Long I{ranh, thenh phO BiCn Hda; Thu tru6'ng chc co quan, don vi vdr

c6 nhdn co 1i0n quan chiu tr6ch nhiQm thi hdnh Quy€t dfnh niy'i'

Noi nlrfrn:
- Nhu Di6u 3 (dO thsc hiQn);
- BQ Thdng tin vd TruY6n thdng;
- B0 Tu phrlp (Cgc Ki6m tra VBQPPL);
- Thuong trpc Tinh uy (brio c6o);
- Thuo'ng truc HDND tinh;
- Chtr tich, c6c Ph6 Chn tich UBND tinh;
- Ban Chi ctao CNTT tinh;
- So Tu ph6p;
- Vi6n thdng Ddng Nai;
- Trung tArn COng b6o;
- Luu Vr, TH (c6c khdi;.

TM. UY BAN NHAN NAX
KT. CHU TICH
PHO CHU TICH



0y saN NuAx nAx CQNG HoA xA ngl CHU NcHin vry'r NAM

rinn nONc N,q,r DQc l$p - Tqr do - H4nh phtic

QUY CHE

Dim b6o an tohn th6ng tin
trong ho4t tlQng rfrng dgng c6ng nghe th6ng tin cria cfc ccr quan

quan iy f,ani chinh nhi nu6c tr6n Aia bin tinh Ddng Nai
(Ban hdnh kim th-eo g"yaiinn ,,a69,tzOt4tgo-LlBI,{D ngay/tfl1h,i"{1.. ndm

20l$cila UBND tinh D6ng Nai)

Chucrng I
QUY DINH CHUNG

DiAu 1. Ph4m vi eli6u chinh

euy cht5 ndy quy dinh vA c6ng t6c dim b6o an todn th6ng tin trong hopt dQng

fng dr,rng cdng nghQ th6ng tin (CNTT) cua cdc co quan quin li hanh chinh nhd

nudc thu$c tinh DOng Nai.

Didu 2.E6i tugng 6p dgng

1. C6c co quan quAn ly hAnh chinh nhd nu6c thuQc tinh, bao g6m: C6c s0, ban,

ngdnh, uy ban nh6.n c5c huyQn, thi xd Long Kh6nh, thdnh pno nicn Hda, c6c don vi

sy nghiQp thuQc tinh (sau ddy gqi 6t ld c6c ccv quan, don vi) vd doanh nghigp vi6n

th6ng, doanh nghigp cung c6p dlch vr,r cOng nghe th6ng tin tr6n dia bdn tinh.

2. Cdn bQ, cdng chfc, vi6n chric dang ldm viQc trong c6c co quan, dcrn vi n6u

t4i KhoAn 1 Di6u ndy vd nhirng c6 nhdn, td chuc c6 1i6n quan 6p dgng Quy chti ndy

trong viQc vfn hdnh, khai th6c hQ th6ng thOng tin tpi c6c co quan, don vi.

DiAu 3. Giai thich tir ngfi'

Trong Quy ch6 niry, c6c tti ngfr du6i d6y dugc hi6u nhu sau:

1. An todn thdng tin lir bao gdm c6c ho4t dQng qu6n ly, nghiQp vr,r vir k! thuat

COi vOi hO th6ng th6ng tin nhim b6o vQ, khdi phpc c6c hQ th6ng, c6c dfch vp vi nQi

dung th6ng tin d6i v6i nguy co tg nhi6n ho{c do con ngudi gdy ra. ViQc b6o vQ

th6ng tin, tdi s?rn vd con ngudi trong hQ th6ng thdng tin nhim bAo dim cho c6c hQ

th6ng thUc hign dung chirc ndng, phUc vr; dirng d6i tuqng mQt c6ch s8n sdng, chinh

x6c vd tin ciy. An todrn th6ng tin bao hdrm cdc n6i dung bAo v0 vi bio mflt th6ng

tin, an todn dfr liQu, an toin m6y tinh vd an todn m?ng.



2.He th6ng th6ng tin li tflp hqp thi0t bi phdn cung, phdn mOm vh co scv dfi

liQu dugc thiet lqp lhu. vu muc dich tpo lfp, cung cAp, truyAn dua, thu thflp, xri

ly, luu trir vd trao ddi thdng tin.

3. X6m pham an todn thdng tin ld hdnh vi truy cflp, sft dung, ti6t 10, ldm

gi6n dopn, st'a d6i, ldm sai l$ch chr?c ning, ph6 hoai tr6i ph6p th6ng tin vd h0

th6ng thdng tin.

4. Nguy co m6t an todn th6ng tin ld nhfrng nhAn tO bCn trong hoac bOn

ngodi c6 kh6 ndng 6nh huong t6i tr4ng th6i an todn thdng tin'

5. Ednh gi6 rui ro an todn th6ng tin ld viQc x6c d!nh, ph6n tich nguy co mht

an todn thdng tin c6 th6 co vd dr;r brio mric d0, pham vi 6nh huong vd khi ndng

g6y thiQt hai khi xdy ra su c6 m6t an todn th6ng tin.

6. QuAn ly rui ro an todn th6ng tin ld viEc thUc hiQn d6nh gi6 rui ro an todn

thdng tin, x6c dlnh y€u cAu bio vQ thdng tin vd hq th0ng thdng tin vd 6p dgng

gi6i ph6p phdng, ch6ng, gihmthidu thiet hai khi c6 sU cO mAt an toan thdng tin.

7. Mpng ld kh6i niEm chung dirng dC chi mang vi6n thdng c6 dinh, di dQng,

intemet vd mpng m6y tinh.

8. phAn m6m d6c hai ld phAn mem c6 kh6 ndng gdy ra hopt d6ng khdng

binh thu<yng cho rnQt phAn hay todn bO he thOng thdng tin hodc thgc hiQn sao

ch6p, sria d6i, xoa b6 tr6i phdp thdng tin luu trir trong hQ thdng thdng tin.

9. Eia chi diQn tri ld dia chi dugc su dqng d6 grii, nhdn thdng tin tr€n m?ng.

10. Sin phAm an todn thdng tin li thi€t bi phAn cfng, phAn mAm an todn

th6ng tin.

I 1. Tinh tin cpy ld dam b6o th6ng tin chi c6 th6 dugc truy nhqp bcri nhrlng

nguoi dugc cap qryen su dgng.

12. Tinh todn vgn ld bio ve sU chfnh x6c vd dAy dri cria thdng tin vd cdc

phuong ph6p xft ly.

13. Tinh s8n sdng li ddm b6o nhirng nguli dugc.cAp quyAn co th,5 truy

nhfp th6ng tin vd c6c tdi s6n li6n quan ngay khi c6 nhu c6u'

14. C6u hinh chuAn li c6u hinh dugc c6c nhd sdn xu6t thi6t bi, phAn m€m,

khuy6n nghi 6p dUnB; nhdm loai bo cdc xung dQt, 16 hdng c6 th6 xity ra trong

qu6 rrinh cdu hinh thiet bi.

15. C6ng giao ti6p fort) la dC dinh danh c6c irng dpng gfti vd nh{n dli li6u,

-5i ,ing ;il; !e tu*g" ung vdi mQt cong giao ti6p,-+uns fr1q do1e ptro Uien

dugc dat v6ii6 hiQu c-6ng Ainfr truOc, nhim dinh danh duy nhAt crlc img dUng

d6. Khi m6y tinh sri dqng dich vU ndo thi c6ng giao ti6p tuong irng vdi dich vp

d6 sd mo.



16. Giao thirc ld tAp hqp c5c quy tic, quy udc truyAn th6ng cua mpng mA

tdt chc6c thr,rc th6 tham gia truydn thdng phii tu6n theo.

, 17, Bin ghi.nhat ky hQ thdng (Logfile) ld mQt t4p tin dugc tpo ra tr6n mdi
thi€t bi cria hQ th6ng thdng tin nhu: Tudng hia, m6y chir fng dUng,.". c6 chftatdt

,'). aA1 , 1,
cd th6ng tin vd c6c hopt dQng xAy ra tr€n thi€t !i AO. Bin ghi nhflt ky hQ thong
dung d0 ph6n tich nhfing sq kiQn dd xdy ru, ngudn gdc vd c6c ktit qu6 c16 c6 chc
biQn ph6p xu ly thich hgrp.

" lB.Mang ngalg hdng ld m4ng mir trong d6 circ m6y tfnh c6 qu;'On binh
ddng nhu nhau, m6i m6y tinh c6 quy€n chia s€ tdi nguy€n vd sti'dung cfc tdi
nguy6n tt m6y tinh kh6c.

19. TC\rN 7562:2005: Ti0u chuAn ViQt Nam vC md thUc hdnh quan ly
ATTT.

20. ISO 17799:20A5: l'i6u chuAn qu6c ti5 cung c5p c6c hudng ddn qu6n ly
an todn b6o mflt thdng tin dqa tr6n quy pham c6ng nghiQp t6t nhdt (tQp quy
pham cho qu6n ly antodn b6o mgt thdng tin).

21.ISO 270A1:2005: Ti€u chuAl qudc tti ve quAn ly bha mdt thdng tin do
T6 chirc ti€u chuAn h6a qu6c t6 vd Uy ban k! thu4t diQn qu6c t6 xu6t b6n vdo
thdng 1012005.

Di6u 4. Mgc dfch an toin thdng tin

. 1. Ting cudng khi ndng phdng, ch6ng c6c nguy cot6n cdng, xAm nh{p h€
th6ng cdng nghQ thdng tin vd ngdn ch{n, khdc phqc kip thdi c6c sir co m61 an
todn th6ng tin tr€n m?ng m6y tfnh vd circ h€ th6ng thdng tin.

2. Ngbn ngira viQc 16, lot tdi liQu, thdng tin bi mflt nhd nudc.

Didu 5. C6c hinh vi bi nghiOrn cdm

1. Ngdn chdn tr6i phdp viQc truy€n tii thdng tin tr€n mgng; can rhi€p tr6i
phdp, gdy nguy hpi, x6a, thay c16i, sria chfra, ldm sai lQch thdng tin tr6n mflng.

2. Cintrb trfli phip, g6y 6nh hudng tdi sp hoat dQng binh thulng cria hQ.t
thong thong tin ho{c cAn trry tr6i phdp, gdy 6nh hurmg tdi kha ndng truy cflp hqp
ph6p ctia ngucri srl dr,rng tdi he thi5ng thdng tin.

a 
-l ^ ^ r rA I ,

3. Tdn cdng, v6 hiQu h6atrhi phdp ldm mdttftc dUng cria biFn phdp bio vQ
an todn. thdng tin cho h9 thOng th6ng tin; lgi dUng so hd, dl€m yeu Ctu.tr6 th6ng
thOng tin d6 c6 y vugt. qua bi€n p.h6p ki€m sodt truy cQp, tdn c6ng, chi€m quy€n
di6u khi€n tr6i phdp d6i vdi hQ thdng thdng tin.

 .PhAt tdn thu rirc, tin nhin r6c, phAn rnem dQc hai, thi€t l4p hQ thOng
thdng tin giA m4o, ltra rJ6o.

5. Lqi dung m?ng d€ truy6n b6 th6ng tin, quan di6m, thUc hiEn cdc hdnh vi
gdy phucrng hai d6n an ninh qu6c gia, trQttg, an todn xd hQi, lgi ich qudc gia tr€n
mAng; ph6 hoai khdi dai dodn k€t toAn ddn; tuy€n truy6n chi€n tranh xAm luoc,
khung b6; gdy hpn thir, m6u thuSn gita cilc d6n tQc, s6c tQc, t6n girio vd bdi
ngopi.

J



6. Lqi dung mang d6 truyan b6tr6i ph6p tdi liEu, hinh 6nh, dm thanh ho6c

dpng th6ng tin kh6c nt i* kich dQng b4o lpc, d6m 6, d6i trgy, tQi 6c, tQ npn x5

hQi, mc tiri oi doan, ph6 hopi thu6n phong, m! tr;c cria d6n tgc; b6i nhg, gay thu

hfln, xdm hai tdi quyAn vA lgi fch hqp ph6p cria td chric, c6 nh6n'

Chuong II
sAo oAtrt AN ToAN THONG TIN rRf,N MANG

Muc I
sAo vE HE THoNG THONG rIN

EiGu 6. NOi dung bio vQ hQ thiSng th0ng tin

l.Ban hdnh quy ilinh v0 b6o <lAm-an toin th6ng tin trong thi6t k6, xdy

d\rng, qu6n ly, vfln hdnh, sri dgng, n6ng c6p, hriy b6 hQ thdng thdng tin.

2. Ap dung.biQn ph6p quAn ly' Yd ky thu4t phu hqp vdi ti€u chuAn, quy

chudn k! thudt vd an todn th6ng tin dC phdng, ch6ng nguy co, khdc phgc sg cO

an todn th6ng tin.

3. I(iOm tra, giitm s6t viQc tudn thri quy dinh vd d6nh gi6 hiQu qud cua c6c

biQn ph6p quin lli vd k! thuflt dusc 6p dqng'

4. Quin l)i rui ro an todn th6ng tin.

Didu 7. Gi6m sit an toin hQ thiing th6ng tin

1. Gi6m s6t an todn hQ thdng th0ng tin ld ho4t dQng gi6m s6t nhdm phdt

hiQn hdnh vi xdm pham an toirn th6ng tin hofc co kh6 ndng gdy ta sg cd mdt an

todn th6ng tin d6i r,6i hQ th6ng thdng tin.

2. Hoat dQng gi6m s6t an todn h0 thdng thdng tin bao g6m:

a) Gi6m s6t lu6ng th6ng tin dugc gtii, nhfln qua mang;

b) Gi6m s6t hoBt ctang tqi mdy tfnh, thitit bi xu lf th6ng tin c6 tet n6i m?ng.

3. TO chric chri qu6n hQ thdng thdng tin quan 1.qng c6 trdch nhi€m thUc

hiQn gi6m s6t an todn hQ rhdng th6ng tin vd luu tr0 th6ng tin gi6m s6t theo quy

dinh.

4. Doanh nghiQp vi6n th6ng,.doanh nghiQp cung c6p dich vu cdng nghQ

thdng tin c6 rr6ch nhiQm thgc thi dAy dir y6u cdu cta co'quan nhd nudc c6 th6m

quyAn khi dugc y€u cAu ptrOi trgl,p giim sdt an todn hQ th6ng th6ng tin.

Muc 2
nAo vp rHONG TIN rRtN MANG

Didu 8. Quin ly gfri thdng tin tr6n m?ng

1. Vipc gui th6ng tin tr0n mang phdi ddm b6o:

a) Khdng gia m4o ngu6n g5c cua th6ng tin;



b) Tudn thri quy dinh cria Quy ch€ ndy vd quy dinh c0a phrip luat khdc lien
quan.

2. Td chfc, c6 nhdn 46ng dugc grli thong tin mang tinh thuorg mai vdo
dia chi dign tu cria nguoi ti€p nhfln khi chua dugc nguoi tii5p nhgn dpne y, y6u
cdu, hodc nguoi ti6p nhfln th6ng tin tri ch6i, trir trulng hqp ngudi ti€p nhdn c6
nghia vp phAi ti6p nhan thdng tin theo quy dfnh cria phdp luat.

3. Doanh qehiQn cung cdp dich vu vi6n th6ng, doanh nghiQp cung c6p dich
vu ring dung vi6n th6ng vi doanh nghiQp cung c6p dich vg i6ng nghe th6ng rin
thpc hiQn grli th6ng tin c6 tr6ch nhigm:

a) Tudn thri quy clinh cta ph6p luflt v€ luu trfi thdng tin, b6o v€ thdng tin c6
nhdn, thdng tin cria khdch hdng;

b) Ap dqng biQn phdp qgdn ch{n, x,} ly khi nhan duqc th6ng b6o c0a t0
chric, c6 nh6n vO thdng tin qu6y r6i, vi pham quy dfnh cria ph6p lu$q

, " 
g) Cung c6p ctiAu kiQn k! thu4t vd nghiOp vp c6n tniet Oe co quan nhd nu6c

c6 th6m quy€n thuc hiQn nhiQm vp qu6n li nhd nudc ve an todn thbng tin khi c6
y€u cdu.

Diiiu 9. Phit hiQn, ngln ch{n vi xii tf phAn mdm dQc h4i
l. T6 chric chir qu6n hQ thdng rh6ng tin quan trpng tri6n khai hQ th6ng k!

thu0t nghiQp vp nhdm ph6t hi€n, ng6n chdn vd xri ly kip itroi pnan mcm dOc hai.
2. TA chirc cung c6p dich vp thu diQn ru. truydn dua, luu trf th6ng tin rruc

tuy6n phii c6 hQ th6ng pnat nipn vd lgc phAn m€m ctOc hai trong rh6ng tin ducrc
gfi, nh{n ho{c luu trft tr€n h.Q th6ng thdng tin cria minh vd c6 ir6ch nnie* Uao
c5o cho co quan c6 thAm quyen theo quy e.inh cria ph6p luAt.

. r 3. 
Pou-nl lgliep cung c4p dich vu internet c6 biQn ph6p ngdn ch{n ph6t t6n

phdn mdm c10c hai theo y€u cdu co quan chirc n6ng.

Di0u 10. 86o tlim an toin tiri nguy6n internet
l. T6 chtrc, c6 nhdn sti dpng tdi nguy€n internet c6 tr6ch nhiQm:

a) Thdng b6o ngay cho nhd ding ky tOn mi€n qu6c gia viQt Nam ,,.vn,,

l9?l to quan chfc ndng khi ph6t hi6n t€n mi€n cria minh Ui .nie* qu1'0n di6u
khi€n;

!.
b) Ap dung c6c biQn ph6p quan ty vd k! thupt cf6 ngdn ch4n mdt an todLn

thOng tin xu6t phdt tu t€n mi6n, dfa chi internet cria minh;

. c) cung c6p dAy dri thdng rin vd ph5i hqp v6'i co quan quan ly nha nu6c c6
thdm quy€n khi duoc y6u c6u:

d) QuAn ly, duy tri quy€n sri dpng t6n mi€n cria minh vd pir6i chiu tr6ch
nhignr d6i vdi vi€c vi pham sft dyng t6n mi€n cua minh gdy ra.

2. Td chirc srl dung dia chi internet vd s6 hi€u m4ng phii c6 tr6ch nhiem
thgc hiQn dinh tuy€n vd sr? dung dia chi internet, so hi€u m?ng rheo quy rJinh crja
Bd Thdng tin vd Truy€n th6ng.



3. T6 chfc, doanh nghiQp cung cdp dich vg internet phdi co biQn phfp quin
l!, phfit hiQn vd ngdn chqn phdt t6n thdng tin, ph6n m€m d$c hai, thu r6c tu dia

chi intemet do minh qu6n lf vd cung c6p.

4. Co quan qu6n ly tdi nguy6n intemet co tr6ch nhi€m dim b6o an toirn

thdng tin cho hQ th6ng rnSy chri phdn gi6i t€n,mi6n cria quOc gia vd ki€m tra,

gi6m s6t viQc dim b6o an toAn thOng tirl he th6ng m6y chu ph6n gi6i t€n mi€n

iira nhd d6ng ky t€n miAn do minh qudn ly.

Chuong III
rY rnudr, nrTN rHAP BAtvt BAo AN ToAN THONG TIN

Didu 11. Ti0u chuin, quy chudn kf thu$t an toirn th6ng tin

1. Hg thdng ti6u chuAn an todrn th6.ng tin bao g6m ti€u chuAn qu6c t6, tiCIu

chuAn qudc gia vd ti€u chuAn co so d6i r,6i hQ thdng thdng tin, thi0t b! ph6n

c(rng, phAn m€m, Quy trinh qu6n ly, vfln hdnh an todn thdng tin,dugc c0ng b6, 6p

dUng tai ViQt Nam theo quy dinh cria ph6p luAt vC ti€u chudn, quy chu6n k!
thuflt vd ch6t lugng sAn phAm, dich vu.

2.He th,3ng quy chuAn k! thupt an.todn thdng tin bao qdi .qYV 
chuAn qu6c

gia vd quy chu6n-c0 so COi vOi hQ thdng th6ng tin, thi6t bi phAn cirng, ph6n

*e*, quytrinh qu6n ly, v4n hdnh an todn th6ng tin dugc xAy dgng, ban hdnh vd

6p d\rng iAi.ViQt Nam"theo quy dlnh cua ph6p luflt ve ti6u chuAn, quy chuAn k!
thudt vd chdt lugng s6n phAm, dich vu.

Eiiiu 12. Cic biQn ph6p quin lf v$n hirnh trong cdng tfc dim bio an

toirn thdng tin

1. DOi vdi c6c c0 quan, don vi:

a) Trang bi dAy dir c6c ki6n thirc b6o mgt.co.bAn cho c6n bQ, cdng chuc,

vi6n chirc vC an todn th6ng tin (sau 4ay eqi tit ld c6n b0 chuy€n tr6ch) tru6c khi

cho phdp truy nhap vir su dUng hQ th6ng thdng tin.

b)86 tri can bQ chuy€n tr6ch.uA an todn thdng tin. C6n b$ chuy0n trdch

dugc da* bao di€u kiqn hgc tQp, ti6p c4n cdng nghQ, ki6n thr?c an toirn b6o m0t

th6ng rin tru6c khi ti6n hdnh c6c ho?t dQng qu6n ly hay k! thu6t nghiQp vp.

Trong truong hqp co quan, dcrn vi chua c6 c6n b0 chuy€n trhch, d0 xuAt bO sung

bi6n ch6 c6n b0 chuy6n trirch cl€ thUc hien nhigrn vg ddm bio an todn, an ninh

th6ng tin.

c) Quan tdm vd uu ti€n bO tri kinh phi cAn thi€t OC Aam b6o vir tdng cudng

an todn thdng tin trong ho4t ddng irng dgng CNTT cita ccy quan, don vf.

d) C6c co quan, don vi phai b6 tri m6y vi tinh ri6ng, khdng su dpng m6y

tinh k€t internet d6 soqn th6o vfn b6n, luu giir thdng tin c6 nQi dung m4t theo

quy dinh. Kh6ng dugc t<6t nOi ddng thoi internet cOng cQng cua c6c nhd,"llg
c6p dich vp intertret kh6c (nhu xDSL, Thi6t bi 3G, ...) vdo Mang truyOn s0 liQu

chuy€n dirng.



d)Ri6ng eOi vO'i c6c thi6t bi vi6n thdng, m6y tinh dugc sri dsng d€ lru gitr
vd truydn thdng tin bf mflt nhd nudc phdi duqc chting nhfl,n cfia co quan chirc
ndng ki6m tra, ki6m dinh tru6c khi dua vdo su dUng.

2. DOi vdi ciin bQ chuy€n trircht1i cilc co quan, dcm vi:

a) Tham mtru cho l6nh dao tri€n khai thgc hi€n c6c biQn ph6p dO dam bao
an todn, an ninh hQ th6ng thdng tin cia co quan, don vi. Thunng xuy€n nghiCn
cuu, c6p nh0t c6c ki€n thrlc v€ an todn thdng tin, c6 biQn ph6p phdng trinh circ
nguy co ti6m An c6 thd g6y m6t th6ng tin khi ti€n hdnh .ar hopt OOng qu6n ly
hay kI thudt nghiQp vu.

b) Thucmg xuy€1 cfp nhflt c6u hinh chuAn cho cdc thdnh phAn cdra hQ th6ng
thdng tin, thi6t lQp c6,u hinh ch6t ch€ nh6t nhmg vdn d6m bioduy tri hoat oOng
thulng xuy€n cta h€ thOng thdng tin.

. c) Khi thiet t6p c6u hinh h€ th6ng th6ng tin chi.cung c6p nhitng chirc ning
thi6t y€u n!6t; x6c djnh cdc chrlc nar€, c6n! giao ti€p m4ng, giao thfrc vd dich
vr,r kh6ng cAn thi€t dO c6m hoic han cht su dutrg

d) Thuong xuyOn thgc hiQn vi€c theo d6i ban ghi nhflt ky he th6ng vd c6c
sp kiQn kh6c c6 li€n quan 0e Aann giit, b6o c6o cdc rui ro vd mrlc dg nghidrn
trgng c6c rui ro d6. c6c rui ro d6 c6 th€ x6y ra do su rruy cflp tr6i phdp, ,ir d,,rng
tr6i ph6p, m6t, thay dtii hoac ph6 hriy thdngtin va h€ thOng inong tin. '

d) Kicm so6t chdt ch€ cdi dpt phAn mArn vdo m6y tram vd m6y chri.

e) Cdn bQ chuy€n trdch c6 trSch nhi6m c6u hinh m6y tram vd mdy chir d6m
bao nguoi dirng khdng dugc ph6p cdi dpt phAn mdm, kh6ng sri dpng Lhric nang
chia sd tdi nguy€n.

3. DOi vdi c6n bQ, c6ng chfc, vi€n chfrc:

a) Thuong xuy€n cpp nhft nhfrng chinh srich, thri tgc an todn thdng tin cua
co quan, don vi vd thgc hiQn dring htrdng d6n vA an toAn th6ng tin crla cdn b0
chuy€n trdch.

b) Cdc m6y tinh khi ket n6i m4ng intemet kh6.ng sri dUng trong thoi gian
ddi (qu6 02 gio ldm vi6c) cAn tit m6y.ho[c lgung r<ct noi manI, ae tiann ui cac
tin t{c lgi dqng, su.dqng chirc ndng <li€u khi€n ttr xa dung m6y iinh cria minh tdn
cdng vdo cdchQ thdng thdng tin khric.

c) Phii thgc hiQn qudt virus trudc khi m0 cdc tQp tin dinh kdm theo thu
diQn tir, hgng md c6c thu di€n tri khi chua rO.ngucri grii hoac tgp rin clfnh kdm
c6 nguOn g6c khdng ro rdng de trdnh virus, phAn m6m-gi6n diQp i6y nhi6m m6y
tinh.

d) Phdi dAt mat khAu cho mriy tinh 1m4t khAu dang nh0R , mAt khAu b6o vQ
mdn hinh). su dpng c6c thi€t bi luu trir thong tin (usB, 6 cring gin ngodi, th6
nh6...) dam b6o an todn, dfng c6ch d6 phong ngira virus, phAn *e. gian oigp
xdm nhflp m6y tfnh phf hopi. d6nh c5p th6ng tin. Dinh kj' thurrng xuycn qudt
virus, phAn mAm gi6n digp tr€n m61' 1ixfi.



Didu 13. Cic biQn ph6p qu6n ly ky thu$t cho cdng t6c dim bf,o an

toirn thdng tin

1. TO chftc md hinh mang:

Khuy6n khich cdi ct{t, c6u hinh, td chric hq th5ng mang theo m6 hinh
Clients/Server, hpn ch6 sf dUng md hinh m?ng lJgang hdng. C6c co quan, don vi
c6 nhiAu phong, ban, dcrn vi tryc thuQc kh6ng nim trong cung rnQt khu v1tc, cAn

thiet l4p m?ng ri€ng 6o (Virtual Private Network - VPN) d€ d6m b6o an ninh

cho mpng nQi b0. Khi thiOt lflp cdc dich vU tr€n m6i truong m?ng internet, chi

.ung 
"6p 

nhrlng chuc ndng thi6t y6u nh6t b6o dAm duy.tri hopt dQng cua hQ

thdrig thdng tinihan ch€ sir dUng chuc ndng, c6ng giao ti6p m?n8, giao thric vd

c6c dich vu kh6ng cdn thi6t.

2. QuAn ly he th6ng m?ng khdng ddY:

a) Khi thi€t l{p m?lg kh6ng day cle tet noi v6i mang cuc b0 t!6ng qua c6c

di6m truy nhflp, cAn thi6t l4p c6c tham s6 nhu: T€n, SSID, mflt khdu, cdp phdp

truy cpp OOi vOi dia chi val ry (MAC address), md h6a dfi liEu vd thdng bi'o cic

thdng tin li€n quan d6n di6m truy nh?p d€ co quan sr? dung, thudng xuy€n thay

OOi mat HrAu nhlm tdng cuhng cdng tdc bAo mflt'

b) Thgc hiQn quAn ly chat ch6 tdi khoan oha cdchQ th6ng th6ng tin. ndi vdi

cdn b6, c6ng chirc, viOn chric d5 nghi viQc, chuyQl cdng- tit:,.p.hi:'^c6 biQn ph6p

khoa hoac hriy tdi kho6n. q.ry€n truy nhflp, thu h6i c6c thiOt bi li6n quan tdi hQ

th6ng thdng tin (kh6a, the nhfln dang,...) cho phir hgp.

3. Quan ly ddng nhflP h€ th6ng:

c6c he th6ng th6ng tin can gi6i han moJ s.o hiru han lan dSng 40p sai lien

ti0p. Neu lidn tuc ddng nhpp sai vust quri s6 ldn quy dinh thi h€ th6ng_ qnaL ty
d6ng kh6a tdi khoAn ho{c cO lap tdi khoin trong mQt kho6ng.lhdi ei.ar nhdt dinh

trud; khi tiep tpc cho ding nhdp. T6 chftc theo ddi, vd ki€m sorit tdt cb cdc

phuong ph6i truy nh4p to *u (quuy s6, intern.t...) tdi hQ th6ng thdng tin, bao

96. .A ip t*y nhap c6 chirc n6ng quin tri, tSng cuong ry 9yF mgng ri6ng Ao

t6i .O nhu cdu lim viQc tir xa; y0u cAu nguoi dung dit mdt khdu vdi d0 an todn

cao (c6 chrl thudng,.c6 chir in hoa, c6 s6 vd lcy tu dac biQt nhu @, #, !...) vd

thudng xuydn thay d6i mPt khAu.

4. Qudn ly bArr ghi nhat ki h9 thdng:

HQ th5ng th0ng tin cAn.ghi nhfln dAy dri thdng tin trong c6c bAn ghi nh?t lqy

(qua trinh ddng nhpp hQ thdng, c6c thao t6c cAu hinh hQ thdng, qud trinh truy

*u6t fte th6ng....), luu g!tr nQi dung n114t ki trong khoing thdi gian nh6t dinh, d€

phpc vg viQc qu6n ly, ki6m so6t hQ thOng th6ng tin.

5. Ch6ng md dQc, virus:

Lga chgn, tri6n khai cdc phAn mAm chdng virus, thu r6c c6 hiQu qui tr€n

chc mfty chtr, m6y trpm, c6c thi6t Fi, phuong tiQn k! thupt trong m?ng, cfc hQ

thdng tlrOng tin quan trong nhu: CdnglTrung th6ng tin diQn tft, thu di0n tri, mOt

cr:ra dien tri,...; dbng ttrOiJhudng *uyen cflp nh$t phi6n bAn mdi, bhnvS l6i cua



c6c phdn mAm ch6ng virus, nhim kip thoi ph6t hien, loai tru md dQc m6y tinh
(virus, trojan, worms,. ..).

6. TO chric quin ly tdi nguy€n:

Ki0m tra, gi6m siit chric n[ng chia s6 thdng tin. T6 chfc cdp phrit tdi
nguy6n tren m6y chri theo danh mqc thu muc cho trlng phong/ban; khuyCIn c6o

ngucri sri dr,rng c6n nhdc viQc chia s6 tdi nguy€n cUc, b0 trdn mdy gung sri dpng,
khi thgc hiQn viqc chia sd tdi nguy€n cAn phii sir dpng mQt khAu d€ bio v€ thdng
tin.

7. Circ biQn ph6p kf thuat b6o dim an toirn cho Trang thdng tin diQn

tflC6ng thdng tin diQn tir (gqi tat ld trang web):

a) X6c dfnh cdu truc thitit ki5 trang web: Qudn ly todn p0 c6c phi€n bin cria

md ngu6n, ph6i hqp v6i don vi thgc hiQn dich vU hosting t6 chtic md hinh trang
w.eb hqrp ly tr6nh kh6 nlng t6n c6ng leo thang d{c quydn. Y€u c6u don vi cung
c6p dfch vp hosting phAi cdi dat cric hC th6ng phong vQ nhu tudng hia (firervall),
thi€t bi ph6t hiQn/phdng ch6ng xdm nh$p IDSAPS) 6 mric ring dpng web
(WAF- Web Application Firewall).

b) V4 hdnh img dr,rng web an todn: C6c trang web khi dua vdo sri dpng
hopc khi bd sung thOm c6c chirc ning, dich vp c6ng mdi cAn d6nh gi6 kiem dinh
nhim tr6nh dugc cfc l5i b6o m{t thulng xiry ra trdn img dung web nhu: SQL
Injection, Cross-Site Scripting (xss), Broken Authentication and Session

Management, Insecure Direct Object References. Cross Site Request Forgery
(CSRI'), Security Misconfiguration, Failure to Restrict URL Access, Insecure
Cryptographic Storage, Insufficient Transport Layer Protection, Unvalidated
Redirects and Fonvards vd cric l5i kh6c.

c) Thi€t lap vd c6u hinh co sd dfr liQu an todn:

- l.udn cgp nhgt bhnvh t6i mOi nh6t cho hQ qu6n tri co so dfr li€u; su dr.rng

c6ng cu de ddnh gi6, tim ki€m 16 hdng trOn m6y chtr co s0 dtr liQu;

- Gd bd cdc co so dff liQu kh6ng srl dpng;

- C6 c6c co ch6 sao lrru dff liQu, tdi ligu h6a c1u6 trinh thay d6i c6u trfc bdng
ciich x6y dung nhat ky co sd dfr ligu vsi c\c nOi dung nhu: N$i dung thay cl6i, ly
do thay d6i, thdi gian, vi tri thay d6i.

d). Ph6i h-op vdi cdc nhd cung c6p, dich vu hosting xAy dqng phuong 6n
phpc h6i trang web, trong d6 chri y it nhdt mdi th6ng thgc hiQn vi€c sao luu todn

bO nQl dung trang rveb 01 lAn bao gdm md ngudn, co sd dft liQu,.dfr liQu phi c6u
trfc d€ b6o d6m khi c6 sr,r cO c6 th6 khSc phirc trong thdi gian ngdn nhAt.

B, Thi6t l6p co ch6 sao luu vd phpc h6i hQ th6ng:

HQ thdng thdng tin phii c6 co chi5 sao fyu th0ng tin o mitc ngucri" dung vd
mfc hQ th6ng, dugc luu trff tpi noi an todn; dOng thdi, thudng xuy6n kiOm tra d0

d6m b6o tinh sin sdng phsc trOi va todn vgn thdng tin. C6 giai ph6p sao luu dg
phong clfl liQu ra chd kh6c nhdm tr6nh tinh trpng hod hopn, thi€n tai, lfl lgt.



9. Xu ly khdn cdp:

. Khi ph6t hiQn hQ thSng m6y cht bi t6n c6ng, thgLg.qltl ?6. d6u hiQu nhu

lu6ng tin tdng l6n b5t ngd, nQi dung trang chir bi thay d6i, hQ th6ng hoat dQng r6t

cham kh6c thuotrg,... cdn thgc hiQn c6c budc ccr bAn sau:

a) Budc 1: Ng6t t<6t nOi m6y chri ra khoi mang.

b) Budc ?: Sao chdp logfile vd todn bQ dft liQu cua hQ thdng ra thi6t bi luu

trfi (phuc vq cho c0ng t6c ph6n tich).

" c) Budc 3: Kh6i phuc hQ th6ng bing c6ch chuyiSn dft liQu backup m6i nh6t

dC he th6ng hopt dQng.

d) Budc 4: Th6ng b6o cho cor quan chrlc nbng dC dugc hu6ng d6n, h5 trg.

10. He th6ng th6ng tin tai chc cs Qlan, dT,yi cdn c6 co chi5 ngdn chfln

ho6c han ch6 c6c su c6 g?ry ra do t6n c6ng tir ch6i dich vp (Dos, DDoS). Su

;o;g ra. tfti6t bi ct6t tai bi€n cta mang 96 tqt cilc g6i tin nhirn bAo v€ cdc thi6t

bi b6n trong, tr6nh bi anh hucrng trgc tiep boi t6n cong F ctrOi Oictr vU' D6i vdi
frb tfrOne ,ft"Ong tin cho phdp truy nhflp cbng cQng c6 the thqc hiEn b6o vQ bdng

c6ch tdng dung lugng, bdng th6ng ho{c thi€t lpp hQ thdng dU phdng.

Di6u 14. XAy dqng quy ch6 nQi bQ dfim b6o an tohn th6ng tin

1. C6c co quan, don vi ph.6i ban hdnh hoac diAu chinh, b6 sung quy ch6 nQi

b0, ddm bdo quy dinh rd chc vdn d6 sau:

a) MUc ti6u vi phuong huung thUc hiQn cdng t6c dim b6o an todn, an ninh

cho h€ thdng thdng tin.

b) Nguy€n tdc phdn lo4i vd qufn 
_lV- 

mric dO uu ti€n eOi vOl c6c tdi nguy6n

cua h9 th6ng th6ng tin (phAn m€m, df lieu, trang thiet bi' '.).

c) Qugn ly ph6n quyAn vd tr6ch nhiQm OOi vOi tirng c6 nhAn khi tham gia sri

dUng hQ thOng thOng tin.

cl) Qu6n ly vd di€u hdnh hQ thong m6y chir, thict bi m?ng, thict bi bao vQ

mAng mQt c6ch an todn.

d) Kiem tra, khic phUc sU c0 an todn, an ninh cira hQ thdng thdng tin bdng

c6ch sri dung c6c biQn ph6p tpi Quy chO ndy'

e) Nguy€n dc chung vO sir dung an todrn vd hiQu qua d6i vdi c6c c6 nhdn

tham gia sir dung hQ thOng th6ng tin.

g) Bdo c6o t6ng hgp tinh hinh an todn, an ninh cria hQ thdng thdng tin theo

cllnh kj'.

h) C6c biQn ph6P tO chuc thUc hiQn'

2. Cdc co quan, clcrn vi xAy dgng quy chi5 an todn.th6ng tin cAn cdn cri c6c

ti€u chuAn k! tirupt qudn ly an toirn cria b0 tiOu chuAn TC\rN 7562:2005 vit
ISO/IEC 17799:2005 iai Phu lirc I kdm theo Quy ch6 ndy, oc ap dung cho phu

hqrp.
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Di6u 15. Xay dtrng vi 6p dr;ng quy trinh drim bf,o an tohn th6ng tin

7.C6c co, quan, dcrn vi ph6i xdy dUng vd 6p pune quy trinh dam bao an

todn, an ninh cho hQ th6ng th6ng tin nhim gidm thi6u c5c nguy co gdy ra sq c0,

tpo di6u kiQn cho vi€c khic phgc vd truy v€:t trong trudng hgrp c6 sq cd xiy ra'

NQi dung cria quy trinh c6 th€ chia ldm c6c bu6c ccr b6n nhu:

a) l,4p k6 hoach bAo vQ an todn, an ni'h cho he th6ng thdng tin.

b) Xay dUng hQ th6ng b6o vQ an toin thdng tin'

c) Qu6n ly vd vpn hinh hQ th6ng bio vQ an toin thdng tin'

d) KiCm tra dfnh gi6 ho4t dong cria hq thdng b6o vQ an todn thdng tin"

d) BAo tri vd nAng c6p hQ th6ng b6o vQ an todn th6ng tin'

2. Citc cg' quan, dcrn vi tham kh6o c6c budc co ban cl€ xdy dUng khung quy

trinh d6m bAo an todn rhdng rin cho hQ th6ng th6ng tin tai Phu luc II kdrn theo

Quy ch6 ndy vd ti€u chuAn QuOc tC ISO 270At:2005'

Chuo'ng IV

rnAcH NHIEM uAtvt BAo AN ToAN THONG TIN

Di6u 16. Trich nhiQm cria cic cCI quan' don vi

l. euan tdm vd uu ti€n bd tri kinh phi cho viQc n uu sim, n6ng c6p c6c

trang thftt bi phAn *frg, phAn m6m ee dam bao vd tbng culng an todrn th6ng tin

trong hoat dQng iing dgng CNTT cira co quan' dcm vi'

2. Thfl trudng c6c co quan, don vi c6 tr6ch nhiQm tuyen, truyiiq ndng cao

nhpn thfc cho c6rib0, cdng rhrlt, viOn chitc vO c6c nguy co m6t an toirn,.an ninh

i;q;hd;;;ho"e,i', oo ;h;;*en Lr''ui thsc hiQn cac quy ctinh tai Quy ch6 ndv vd

chiu tr6ih nhigm tru6c UBND tinh trong cong t6c d6m b6o an todn th6ng tin cfia

00 quan, dcrn vi minh.

3. Khi c6 sg .6 hc,e. c6 nguy .o m6t an todn thong tin ph6i klp thdi chi dao

khic phuc n+ay, uu ti6n sir dqng c6n b0kl thuit chyin^trhc.h.tt:3g co quan'

don vi, kip t[oi cho doanh qehlen cung c6p dichvu vd th6ng b6o bdng.Ydn,!'11

cho Sd f^trOng tin vd Truydn th6ng, c0 quan cAp tren qu6n ly tryc tiep bt€t'

Trucrng n-o.p khong khdc ptr*. dugc thi ph6i hqp vdi so-Th6ng tin vd Truyen

th6ng hoflc co quui c6p trln quAn ly Oe Ou'qc huong dln, h6 trg.

4. Ph6i hqrp chflt ch6 v6i ocr quan c6ng an trong c6ng tao pholg.nBua, dau

tranh, ngan chfln c6c hopt ctQng x$m ph4m a,n todn thdng,tin. Tao di6u kiQn thupn

lgi cho c6c co quan chric n5n[ tham gia khdc phgc sU c6 vd thr,tc hiQn dfng theo

huong dhn.

5. PhOi ho-p vdi Str Thdng tin vd Truydn *l?lg vi c6c don vi li€n quan thqrc

hiQn c6ng tac kiem tra khic pi'u" tU c6; d-Ong thdi cung c6p day dri cdc th6ng tin

khi clodn ki€m tra Y€u c6u.
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6. 86o c6o tinh hinh vd k6t.qu6 thgc hiQn cdng t6c ddm bAo an todn th6ng

tin tai co quan, don vi vd gui vA Ss 'fhOng tin vd Truy€n th6ng dinh kj'' hdng

ndm (tru6c ngdy 15 th6ng 11).

Ei6u 17. Trhch nhiQm cria Sfi Thdng tin vh TruyAn thdng

1. l,ham muu UBND tinh vd c6ng tdc ddm b6o an todn th6ng tin tr€n dia

bdn tinh r,l',\ chiu tr6ch nhiQm tru6c UBND tinh trong viqc d6m b6o an todn an

ninh clio c6r:, h€ thdng th6ng tin cAp tinh.

2, Fldng rrlm xdy dUng k€ ho4ch, tdng hqp kinh phi dC trien khai cdng t6c

arr todn vi\ an ninh th6ng tin trong hogt dQng fng dung CNTT cta co quan nhd

nu$c.

l. Chir tri, ph6i hgp vdi c6c ccr quan 1i6n quan thanh lflp dodn ki0m tra, ti6n

hdnh kitlm trrr dlnh kj' hopc d6t xuAt khi ph6t hiQn co c6c dAu hiQu, hdnh vi vi
pham an todn th6ng tin.

4. X6y,CUng vd tri6n khai cdc chucrng trinh ddo tpo, hQi nghi tuyOn truydn

an toin thdng tin trong c6ng t6c qudn ly Nhd nudc tr€n dia bdn tinh.

5. Tuy theo mric ctQ sq c6, ph6i hqp Trung tAm Ung cuu khAn c5rp mdy tinh
ViEt Nam (VN-CERT). ciic don vi c6 li€n quan xri ly, irng cuu c6c sU c6 mAt an

todn th6ng tin. lfhuc hiQn rIfing cric yOu cAu diAu phOi trng cuu su c6 vd b6o ciio,

phen h6i dAy dir k6t quA rhUc hi€n cho Trung t6m VNCERT. ThUc hiQn nghia vir
thanh viOn m4ng lui-ri irng cuu su cd mpng internet.

6. Hu6ng diin cg tlrO v€ nghiQp vp qu6n lf vf,n hdnh, k! thuqt d6m b6o an
1.

todn th6ng tin; d(ing tltd'i, h6 trg c6c cCI quan, dcn vi giAi quy€t sir c6 khi c6 y€u

cdu.

7. Thdng b6o cho ciic co quan, clon vi bitit va c6 biQn phdp phdng ngira,

ngdn ch{n c6c ngu-v co m6t an todn thdng tin cho virus, phAn mem gidn diQp,...

gdy ra.

Di6u 1"8. Trich nhiQm cria Cdng an tinh

1. Phdi hqp So Th6ng tilr vd Truy6n thdng ki€m tra cdng tdc an todn thdng
tin.

.2. EiAu tra vd xu ly c6c trudng hc1p vi phpm an tolrn th6ng tin theo thAm

quyen.

Eiiju 19. Trdch nhiQm cria cin bQ, cdng chrico vi6n chric trong cfc ctr
quan, tlcrn v!

1. Tr6ch nhiQm cua cin bQ chuyOn tr6ch:

t2



a) Chiu rr6ch nhiQrn triAn khai c6c biQn ph6p qua' ly van hdnh, l{1 li'rtcV
thuat, tharn lruu xdy d,..tng quy dinh ve dam bao an toAn, an ninh cho he th6ng

th6ng tin ctra co quan, don vitheo Quy chO ndy' 
tra, ph6tb) Phoi 1r9p v6i c^c c6nhAn, dcrn v! co li€n quan trong viQc ki6m

hiQn va khdc phpc cdc sg c6 mAt an todn thdng tin'

2. TrhchnhiQm cua c6n bQ, c6ng chuc, vi0n chirc:

a) ChAp hdnh nghiem tirc c6c quy dinh vd an toAn thdng tin ctra c0 quan,

don vi cfrng 
'hu 

cac"quy dinh kh6c iua ph6p lupt, n_6ng cao y thirc c6nh gi6c vd

tr6ch nhie; d6m bdo an'ninh th6ng tin t.i co qllan, don vf .

b) Ifti ph6t hiQn sU c0 phdi b6o ngay vdi cAp tr6n vd bO ph4n chuydn tr6ch

Ae Hp thoi ng[n chfln, xu lii.

c) Tich cpc tham gia circ chuong trinh dio t4o, hQi nghivd an toan p ltnh
th6ng iin Oo So fh6ng iin va Truy€n ittOng ho{c c6c dcrn vi chuyen mdn t6 chuc'

Chuong V

rO cHtlc rHUc HIEN

Di6u 20. Khen thuffng vir xri'lf vi ph4m

1 . I{dng ndm, So Th6ng tin vd Truy6n ih6ng. 
dga tr6n ctic didu fta, b6o cfn

c6ng tdc an todn th6ng tin c0a c6c co q*n, don i|.d.t tap 9an-g 
xt5p hang an todn

th6ng tin, tr€n ,o-;J ;? ic *uat uBND tinh xem xdt khen thuong theo quy dinh'

2. Cacco quan' don vi, c6 nhdn co hdnh vi vi phgm Quy ch€ ndy' tiilr theo

tinf, J6i *t. A.O vi phpm ma Ui xu ly theo quy dinh cria ph6p luat.

Di6u 21. DiGu lrtroin thi hdnh

So Th6ng tin vd TruY0n

hiQn Quy chO ndY.

th0ne c6 tr6ch nhiQm hufng d6n tri'5n khai thuc

Trong quf trinh thgc hiQn, n6u co vu6ng mdc'.ph6t tinh.l t"6:-tillan' don

vf, dia phuong kfp thdi phdn 6nh v'd ;o lh"-lg 
tin va rryVCn fpng dd,tOng hsp'

b6o c6o Uv ban nhfin ddn tinh xem xdt sira d6i b6 sung Quy ch6 cho phu hqp'/'

TM. UY BAN.NHAN NAN
KT. CHU TICII
pgO bHu ricH

vin Vinh
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uy gA.N tirHAn nAN
riNn pONc Nar

ceNG HoA xA ugt cnt xcnin vIET NAM
DQc l6p - Tr; do - H4nh Phric

PhU lBc I
NHtNc NQI DUNG cHiNH cun ISo 17799:2005 DUNG on xAv

DVl\c euY-cnf NQI Bg ?AM BAp AN ToAN, AN NrNH cHo HE
THONG THONG TIN

(Ban hdnh kdm theo Quyat dinh s&\/20[+/QP-UBND ngayolQ/.dttzT t( cilo Uy

ban nhdn ddn tinh Ddng Nai )

1. Chinh s6ch an toin thdng tin:

Chi thi vd hufng ddn v€ an todn th6ng tin.

2. An ninh t6 chrfrc:

a) Ha tAng an ninh th6ng tin: Quin ly an ninh thdng tin trong to chuc.

b) An ninh d$i vdi b€n truy cflp thu ba: Duy tri an ninh cho c6c phuong tiQn

xt ly th6ng tin cria c6c t6 chric vd tdi sin th6ng tin do chcb€n thri ba truy c4p.

3. Phfin lo4i vi ki6m soit tii sin:

a) Tr6ch nhiQm gidi trinh tdi s6n: Duy tri b6o v€ tdi s6n.

b) Phdn lopi th6ng tin tdi sAn: Ddm b6o mdi loai tdi sAn c6 rnric b6o vQ

thich hqp.

4. An ninh cd nhAn:

a) An ninh trong rlinh nghia c6ng viQc vd ngu6n nhdn lgc: Gi6m rui ro do

c6c hinh vi sai s6t cira con ngudi.

b) Edo t4o.ngu'di sri dpng: D6m b6o ngudi sir dr,rng nhdn thirc dugc c6c m6i
de dpa vd cdc vdn d€ li6n quan d€n an ninh thdng tin.

c) DOi ph6 vdi c6c sp cO an ninh: Giam thi€u thiqt hai ttr cdc tryc tr{c vd sU

c6 an ninh, theo ddi, rut kinh nghiQm.

5. An ninh mdi trudng vi vflt lf:
a) Pham vi an ninh: Ngdn ngila viQc truy cflp, gdy h4i vd can thiQp tr6i phdp

vAo virng an ninh vd thdng tin nghiQp vp.

b) An ninh thi€t bi: Ee tr6nh 
^6t 

milt,lSi ho{c cfc su c6 khdc li€n quan d6n

tdi sAn gAy anh hucrng tdi c6c hopt dQng nghiQp vp.

c) Ki6m so6t chung: Ngdn ngira ldm hai hoic d6nh cdp th6ng tin vd c{c
phu<rng tien xt ly thdng tin.

6. Quin ly truy€n thOng vi ho4t tlQng:



a) Tht tgc vpn hdnh vd tr6ch nhigm vfln hdnh he thdng: DAm bAo c6c

phuong tiQn xri ly th6ng tin hopt clQng dring vd an todn'

b) Ldp k6 hoach hQ th6ng vd c6ng nhfn: Gi6m thieu rui ro vd l6i hQ th6ng'

c) Bdo vQ ch6ng lai phAn mdm cO y gay hai: 86o vQ tinh toin vqn cria phAn

m6m th6ng tin,

d) c6ng viQc qu6n ly: Duy tri tinh todn vgn vd sfrn sdng cua dich vu truyen

dat vd xu ly th6ng tin.

d) Qu6n tri m4ng: D6m b6o viQc an todn th6ng tin tren mang vd bao v€ co

so hp tAng k! thuflt.

e) Trao ddi th6ng tin: Ngdn ngria mAt .At, thay d6i hoic sir dUng sai thdng

tin dugc trao d6i gifia c6c don vi'

7. Ki6m so6t truY c$P:

a) C6c y€u cAu nghiQp vU r16i vdi kiOm so6t truy cflp: Ki6m so6t truy cflp

thdng tin.

b)Qu6nY,*ycflpnguoiding:pctrannc6ctruycppkh6ngdugccdp
phep vdo hQ thOng.

c) Tr6ch.nhiEm cira ngudi dung: O6 tr6nh c6c truy cflp cira ngudi dung

khdng dugc cdP PhdP.

d) Kiem so6t truy cflp mang: 86o vQ c6c dich vu m?ng'

d) Ki6m so6t truy cap h0 dieu hdnh: Trdnh truy cflp viro c6c m6y tinh khdng

duoc ph€p.

e) Ki€rn so6t truy cflp ring dr,rng: Tr6nli truy cpp tr6i phdp vdo h0 thong.

g) Gi6m s6t truy ,0p hg th5ng vd gi6m s6t sri' dung hQ thdng: D0 ph6t hiQn

c6c hogt dQng khdng dugc cdP PheP'

h) Kiem soSt truy c?p tu xa: Dirm bao an todn th6ng tin khi su dr'rng c6c

phuorrg tiQn di clQng'

8. PhAt ffi6n vd duY tri hQ thdng:

a) ygu cAu an ninh d6i vdi c6c hQ th6ng: pe Oam b6o c6c y€u cdu an

dugc dua viro trong qu6 trinh xdy dgng hQ th6ng'

b) An ninh trong hg rh6ng ung dqng: D€ ng6n lgu" m6tmfrt,thay d6i

lam dung co sd dfr 1i0u ngudi su dgng trong c6c he th6ng ring dung.

c) C6c ki€m so6t mflt md h6a: ne Uao vQ tinh tin cpy, x6c thgc hoflc

ninh

ho[c

todn

ven cua thdng tin.

d) An ninh c6c file hq thong: DAm bao rdng cdc dU 6n cdng nghQ th6ng tin

vd c6c hopt dQng h6 trg duqrc qu6n ly mQt c6ch an todn'

d) An ninh qu6 trinh h6 trg vd ph6t tri€n: Duy tri an ninh cria phAn md:rn vd

th6ng tin h€ th6ng rlng dsng' 
)



9. Sr,r tuf,n thir:

a) rudn thir c6c yeu cAu phdp lv:. Dc tranh Fi:y :^:^Yil.]iT l1-' 
hinh su

vir dAn sqr, c6c nghia yg c6 tinh lupt phfp, nguygn tit vi b6t kj' y€u cdu an ninh

ndo.

b) So6t xet cita chinh s6ch an 1i$ 1a.{Cu .tA!' 
kl th.u1t Ui *.- bAo viqc

tudn thu cua hQ thdng vdi cdc chinh s6ch vd ti€u chuAn an ninh cria'16 qudc'

c) Xem xdt ki6m tra hq th6ng: ne tOi da tinh hieu lUc d6 giAni thie' su can

thiQp ioi quy trinh ki0m tra hQ th6ng d6'

TM. IY BANNHAN NAN
KT. CHU TICII
PHO CHU TIC}I

vIn Vinh



iry n.LN nuAN nAN cQNG HoA xA ugl cHU NcHia vIT,T NAM
rixn uOnc xar D$c l$p - Tg do - Hgnh phrfc

Phg lgc II
cAc BUOc cO BAN os xAv PVNc KHUNG QUY TRiNH uAtvt sAo

AN TOAN THOI\G TIN
(Ban hdnh kdm theo Quyih dinh s6cu20y{'QD-UBND ng4t(./0.ltzot4 cua Lry

ban nhdn ddn tinh E6ng Nai )

Bu6c l. L6p k6 hogch b6o vQ an toin cho hQ thiing thdng tin

- Thdnh l0p b0 ph0n qu6n 11' an todn th6ng tin'

- xay dung dlnh hu6ng co b6n cho c6ng t6c dhm b6o an toan th6ng tin

trong d6 chi 16:

+ Mpc ti€u ngin h4n vd ddi han.

+ Phuong hudng vd vdn b6n ph6p quy, ti€u chuAn cAn tudn thri vd tham

kh6o.

+ Udc luc.rng nhdn lpc vd kinh phi dAu tu.

- Lap k6 hoach xdy dr,rng hQ tht5ng bdo vQ an todn thdng tin:

+ X6c dinh vd phdn 1o4i c6c nguy co g6y sU c6 an todn th6ng tin.

+ Rd so6t vdL iflp danh s6ch cfc d6i tuqng cAn dugc bdo vQ vdi"nhfing m6 td

dAy dri v0: nhiEm vg; chric ndng; mrlc d0 quan trong vd c6c dpc di6m d6i tugng

(dOi tuqng d d6y co thiS ld phAn mAm, mfy chri, quy trinh tdc nghiQp thuQc co

quan, don vi...).
+ Xdy dgng phuong 5n dAm b6o an todrn cho c6c d6i tuong trong danh s6ch

.an Aoq, ta" 
"E''Nguydn 

tic quAn ly, vqn hdnh; chc giiri phap bao vQ vd khflc

phqc sg c6...

+ LiCIn lpc vd ptr6i hqp ch6t chg vdi Trung tdm t/ng ciru khAn cAp m6y tinh

ViQt Nam (\NCERT), Sd Thong tin vd Truydn th6ng cfing nhu c6c co quan, td

chuc nghiOn citu vdr cung cdp dich vu an toin mpng'

+ L4p dU tru kinh phi ddu tu cho hQ th6ng b6o vQ'

Budc 2.Xiy dqng hQ thdng brio vQ an tohn thdng tin

- T6 chric dQi ngfi nh6n vi€n chuyen tr6ch, du n6ng luc d6m b6o an todn an

ninh th6ng tin.

_ X6y dung hQ th6ng b6o vQ an todn th6ng tin theo k0 hoach.

Bu6c 3. Quin lf vn v6n hinh hQ th6ng bio vQ an toirn th6ng tin



- v,rn lir\nh vd qu6n ly ch[t ch€ trang thitlt bi, phAn mem theo dring quy
clinh dd dflt ra.

- K,hi phdr hi€n su cd cAn. nhanh ch6ng xric dinh nguy€n nh6n, tirn biQn
phAp khdc phr,rc, vd b6o c6o sr.r cd cho c6c co quan chftc n6ng.

- L-ei dat ctiy dt vd thurrng xuycn cflp nhdt phAn mdm theo hu6ng d5n cua
nhA r.:ung odp.

Bufc 4. Ki6rn tra clSnh gi6 hoSt tlOng cria hQ thting bfro vQ an toirn
thdng tin

- 'rhrrlng xuy'0n ki6m tra gi6m s6t c6c hopt dgng cria hQ th6ng bdo vQ an
ioirn thdng tin n6i ri€ng cfrng nhu todn bQ hQ th6ng th6ng tin n6i chung.

- B.4o c6o tdng k6t tinh hinh theo dlnh kj.
Bu6'c 5. ts6o tri vi n6ng c6p hQ thiing b:io vQ an todrn th6ng tin
]-huong xuy€n ki€m tra vd b6o tri hQ th6ng b6o v6 an todn th6ng tin. CAn

nhanh ch6ng mo r6ng. ndng c6p ho"pc tha-v d6i nri can thi6t.


